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Revenue Cycle Management & Fraud
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Embezzlement & How to Prevent It

• Employee discards patient encounter forms and 
keeps the patient’s copay (cash only) and 
patient’s insurance plan is not billed and 
employee shows patient as a no show in 
system

• Send out no show letters to patients
• Match the number of appointments for the day 

with super bills for same day

Embezzlement & How to Prevent It
• Employee in billing department endorses a check from an insurance 

company from the practice paid to the order of the employee who deposits 
into their own bank account (usually banks don’t cash third-party 
endorsements because they cannot verify the first endorsement)

• Or employee opened up a company almost in the name of practice (CST, 
Ltd. vs CST) and then had checks endorsed using stamp in office but 
deposited into their own company Employee then does a balance 
adjustment to write off the balance either as uncollectible or as a normal 
write off based on what insurer owed

• Whomever opens the mail which is someone different than who posts the 
payments should add up the total and make sure it adds up to batch when 
payments are posted

• You can also have a check deposit machine from your bank in your office 
and deposit the checks for the day that are received and then give to biller 
to post the payments since cash is now in bank

• Do a background check on your billing staff and also 
obtain a credit report on them
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Embezzlement & How to Prevent It

• Employee in larger practice is in charge of purchasing fixed 
assets such as computers and makes big purchases telling the 
check signer they are for new computers for various 
departments

• Employee orders extra computers or equipment and takes 
home or even has it delivered to another address that appears 
to be a part of practice and sells after receiving it for 
discounted prices

• Manager or physician in charge needs to verify that all 
equipment that is signed off for matches with checks written

Technical Denials Report

Review A/R adjustments and write off reports for which you have 
more control over (such as for timely filing, no preauthorization, 

appeals being denied, etc.)
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Account Receivables Detailed Aging

- Insurance balances over 90 days – If balances are high then think of hiring an 
outside company to catch your staff up and then hold your staff accountable

- Refunds found after 60 days should be refunded immediately

Managing Account Receivables & Impact on Days In A/R

• Invest time up front in counseling patients as to their 
financial responsibility

• Spend time researching payment assistance programs 
on behalf of patients to help bridge the financial gap 
of what is owed for their treatment
– Tools to assist in this process Bobbi Buell’s assistPoint at 

www.assistpoint.com
– ACCC’s 2016 Patient Assistance and Reimbursement Guide at 

www.accc_cancer.org/publications/PatientAssistanceGuide.asp

• Patient balances over 6 months without a payment –
Use other billing companies to follow up on collections 
of these balances without actually putting them into 
collections
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Embezzlement & How to Prevent It
• Employee creates fake vendors and even a fake third party payer 
• Employee then generates fake professional looking invoices 
• Employee puts the invoice with check for signer along with other checks and 

signer quickly signs off without any questions regarding the invoice as they 
look completely legitimate

• Employee then endorses check with company that they legitimately set up 
and endorsement looks real with stamp from company cashing check

• Check signer should look for companies with similar names (i.e. Aetna vs 
Aetna, Inc., OfficeMax vs OficeMax, Oncology Supply vs Oncology Supplier)

• Check signer should be well aware of their vendors and payment amounts 
going out and if payment seems odd ask more questions including calling 
vendor if necessary

• Never sign a check without a detailed invoice
• If signer has to ask person preparing checks a lot of questions and answers 

are vague or person seems defensive and/or at times seems to give signer 
checks right before signer has to leave to go somewhere to quickly get them 
done and out the door this is a sign of potential problems existing

Missed Drug Report for Supportive Care
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Missed Drug Report for Supportive Care

Embezzlement & How to Prevent It
• Employee who does payroll submits payroll deposits larger than what is 

required and then credits the overpayment to tax withholding for 
themselves

• At year end the employee then files tax return and gets a large refund from 
IRS legitimately funneling thousands of dollars from practice 

• Person typically is a high level person or manager since they are doing 
payroll and usually payroll taxes are done electronically so that no one sees 
them to make sure look reasonable

• It is important to look at quarterly detailed payroll reports to quickly look 
down at federal and state withholding by employee to see if they all look 
legitimate

• Someone making $50,000 with their W-2 showing federal withholding of 
$10,000 would be an issue to question

• Tax deposits tend to be a close to the same amount each pay period unless 
bonuses are generated. Therefore a quick glance at all payroll deposits to 
see if they seem to be a like is a quick way to see consistency
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Payer Contracting
• Medicare, Medicaid & Tricare (only Tricare can be 

negotiated)
• Negotiating in the hospital verses the private practice 

setting
• Private Payers

– Focus on the 5 biggest private payers typically 
Anthem is the largest

– Focus on the CPT codes that are billed out the most 
when contracting (In the infusion center focus on 96413, 96415, 
96367 & 96372) (Office 99204, 99205, 99214 & 99215) (Hospital 99223 & 
99233)

– Negotiating drug reimbursement is important but 
these fees are only going to diminish which is why 
focusing on the services is extremely important

Contract Negotiation Example
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Contract Negotiation Example with Anthem

Embezzlement/HIPAA Violation In 
My Own Practice

• Clinical Employee would have patient go into bathroom for urine samples or 
taken into lab where purse was left in exam room and while blood or other 
samples were being taken clinical employee went into exam room and 
quickly took credit card or cash out of patient’s purse and returned to get 
patient

• Same employee was using social security numbers from EMR of patients and 
employees and setting up loans under patient’s and employee’s names and 
social security numbers but using her own address. Employee was getting 
$10,000 to $15,000 loans secured just based on ID # and credit of 
individuals.

• Employee would leave during lunch and would go around to department 
stores and make large purchases with credit cards including cash 
withdrawals at the bank within Walmart

• Employee was one of the kindest, friendliest and funniest employees and 
was loved by everyone

• A background check on this employee would have pulled up a criminal 
record in a bordering state
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Red Flags to Watch For Embezzlement
• Employees who become defensive when asked questions about areas they 

are responsible for
• Employees who take a long time to get back with answers and information 

to your questions
• Getting financials late all the time or when asking the employee always 

needs time to prepare when time is not an issue with QuickBooks and other 
accounting systems on printing things out immediately  

• When management or financial/operational issues change to make things 
tighter watch for anyone that leaves at that time because they know they 
may now get caught

• If an employee in the financial/billing part of the practice never takes off time and 
keeps it all close to their chest not allowing others to help or learn can be a sign of 
covering up information – Make sure there is a back up and require time off to allow 
back up to fill in and see that everything is working smoothly in that position

• Make sure physicians and managers are taught what to look for and have 
an understanding and enough knowledge of what the person is doing in the 
specific positions to watch for issues (Look at bank statements every month)

• Do background checks when hiring and check credit scores if employee is 
going to work in billing or front desk

Questions???


